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Council of Australian Directors of Information Technology

PKI PROJECT STEERING COMMITTEE MEETING

Terms of Reference

Background

CAUDIT has established the PKI Steering Committee to oversee the CAUDIT PKI Project, to develop policies and standards, to enable the collaborative use of Public Key Infrastructure (PKI) amongst and between its member institutions and to implement a prototype system.

It is intended that it should provide a basis for establishing a National Certificate Authority for international interoperation which is likely to be run by AusCERT under direction from CAUDIT and this committee.

This committee will be chaired by the Chair of CAUDIT and includes a wide range of interests across the higher education and research sector represented by both CAUDIT institutional nominees and representatives of Grangenet, AARNet, ARC, APAC, CAUL, DEST, DCITA and the AVCC.  It is intended that there should be at least one member from New Zealand. The CAUDIT Executive is the approving body for members of the Steering Committee.

It is anticipated that this committee may have a longer life that this initial project and that it may over time address wider authentication and security issues across the sector. It is expected that the committee may undertake activities aimed at identifying this wider scope.

The committee will keep abreast of the guidelines, procedures and policies which have been developed for the Australian Government “Gateway” project.

The committee will keep abreast of developments of ARIIC funded projects, including the MAMS project and other similar projects.

Objective

The immediate project objective of the Steering Committee is to provide expert support and advice to CAUDIT to ensure that the policies and standards developed meet the needs of CAUDIT member institutions and the wider higher education and research sector.

The committee will also oversee the selection of pilot institutions that will implement a prototype PKI System using the common standards.

Once the prototype systems and standards are implemented, the project steering committee will facilitate the sharing of experience and information among the sector to enable rapid implementation.
Project Scope

The scope of the project includes the achievement of the following outcomes:

· Develop the definition of different levels of trust for CAUDIT member institutions and a trust framework between them

· Develop a set of common PKI policies for the sector

· Develop common standards for X509 certificates to support and underpin collaboration

· Identify options for a common sector wide approach to obtaining a "browser friendly" certificate which will include developing the requirements for a sector wide root certificate signed by AusCERT

· Establish an ongoing mechanism for sector wide PKI policy management

· Support the implementation of prototype PKI systems, using these common standards, among a small number of universities and research groups.

· Share the experience and information on the implementation of these prototype PKI systems within the sector to facilitate a faster uptake of the technology in the Australian university sector.

· Identify additional activities or future roles for the committee beyond the project scope.
Timeline

It is anticipated that the project, as defined in the scope will be completed by 30 June 2005.

Resources

The project has a cash budget of $170,000 to achieve the outcomes as detailed in the scope.  This project has been funded by the Australian Government via GrangeNet.

AusCERT will be contracted to undertake the analysis and development work.

CAUDIT will contribute time from the CAUDIT Senior Project Manager.

Meeting Frequency

It is anticipated that the PKI Steering Committee will physically meet on at least three occasions, with other discussions and comments to be undertaken via email and/or teleconferences as required.
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