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Strategies

UQ Library actively attempts to abide by UQ Library actively attempts to abide by 
all licence and fair use conditions for all all licence and fair use conditions for all 
resources regardless of format byresources regardless of format by
•• advising users of their rights and advising users of their rights and 

responsibilities responsibilities 
•• educating library staffeducating library staff
•• taking any misuse seriouslytaking any misuse seriously



University Policy

6.10.1 Internet Code of Practice6.10.1 Internet Code of Practice
•• 7 Compliance with law 7 Compliance with law 
•• 7.1 Users must not use the University network in breach 7.1 Users must not use the University network in breach 

of a law or to commit an offence. While the Internet may of a law or to commit an offence. While the Internet may 
be largely a selfbe largely a self--regulated environment, the general regulated environment, the general 
principles of law and community standards still apply to principles of law and community standards still apply to 
communication and publishing via the Internet. In communication and publishing via the Internet. In 
addition to University penalties, there are legal sanctions addition to University penalties, there are legal sanctions 
for improper use of the Internet.for improper use of the Internet.



Library Policy

Electronic resources Electronic resources –– how do we advise users?how do we advise users?

Via the Computer and Internet Access Conditions of Use pageVia the Computer and Internet Access Conditions of Use page

•• Unacceptable useUnacceptable use
•• Unacceptable use of the Library's computing and internet access Unacceptable use of the Library's computing and internet access facilities includes, but is not limited to:facilities includes, but is not limited to:

•• Destruction of, or damage to equipment, software, or data belongDestruction of, or damage to equipment, software, or data belonging to the University of Queensland or other ing to the University of Queensland or other 
clients clients 

•• The use of peerThe use of peer--toto--peer filepeer file--sharing software including, but not limited to, sharing software including, but not limited to, KazaaKazaa, , BitTorrentBitTorrent, , eDonkeyeDonkey
•• Display of offensive or inappropriate material. This can includeDisplay of offensive or inappropriate material. This can include, but is not limited to, pornography, hate sites, , but is not limited to, pornography, hate sites, 

gratuitous violence and sites using frequent, highlighted offensgratuitous violence and sites using frequent, highlighted offensive language ive language 
•• Playing games, gambling, or dating/matchPlaying games, gambling, or dating/match--making sites making sites 
•• The violation or attempted violation of any computer network's sThe violation or attempted violation of any computer network's system security or unauthorised access to any ystem security or unauthorised access to any 

other network or computer system other network or computer system 
•• The violation of the privacy of individuals or entities that areThe violation of the privacy of individuals or entities that are creators, authors, users or subjects of the information creators, authors, users or subjects of the information 

resources. resources. 
•• Unauthorised reproduction of material protected by copyright, orUnauthorised reproduction of material protected by copyright, or use of audiouse of audio--visual items in which copyright visual items in which copyright 

subsists, without permission subsists, without permission 
•• Unauthorised monitoring of electronic communications Unauthorised monitoring of electronic communications 
•• Inappropriate use of email services, such as spamming Inappropriate use of email services, such as spamming 
•• The use of software or automated robots, such as website crawlerThe use of software or automated robots, such as website crawlers, harvesters or offline s, harvesters or offline 

browsers, to systematically download content from websitesbrowsers, to systematically download content from websites



Advising Users

Via notification on relevant web pages includingVia notification on relevant web pages including

•• Database gateway Database gateway 
•• Library catalogue Library catalogue 
•• EjournalEjournal gatewaygateway
•• Course Reserve itemsCourse Reserve items

•• Statutory licenceStatutory licence
•• Commercial licencesCommercial licences

















Taking it seriously

•• Assume the vendor/publisher has a prima Assume the vendor/publisher has a prima 
facie case, except where we suspect that facie case, except where we suspect that 
the misuse relates to our proxy the misuse relates to our proxy IPsIPs

•• Allocate an Urgent status to ensure fast Allocate an Urgent status to ensure fast 
tracking through all stepstracking through all steps

•• Inform the vendor/publisher of every step Inform the vendor/publisher of every step 
takentaken



UQ Library procedure

•• In all instances:In all instances:
–– Forward the notification to our Library Forward the notification to our Library 

Technology Service (LTS) with an urgent Technology Service (LTS) with an urgent 
statusstatus

–– Respond to the vendor/publisher Respond to the vendor/publisher 
•• Notification that we are following up as a matter of Notification that we are following up as a matter of 

urgency and request additional information if urgency and request additional information if 
necessarynecessary

•• Update status at every stepUpdate status at every step



UQ Library procedure    c’td

If misuse substantiated and continuingIf misuse substantiated and continuing
•• Executive Manager LTS urgently contacts relevant senior person Executive Manager LTS urgently contacts relevant senior person 

in School/Centre in School/Centre 
•• User identified and if on campus stopped, questioned and User identified and if on campus stopped, questioned and 

reprimanded reprimanded 
•• FollowFollow--up action varies according to vendor/publisher up action varies according to vendor/publisher 

requirements but could includerequirements but could include
•• Removal of hard driveRemoval of hard drive
•• Data destroyedData destroyed
•• Removal of internet access (ITS)Removal of internet access (ITS)
•• Action taken under the University Misconduct Statute (ITS)Action taken under the University Misconduct Statute (ITS)



UQ Library procedure    c’td

If misuse substantiated but ceasedIf misuse substantiated but ceased
•• User contacted by phone or email by the Executive Manager LTS User contacted by phone or email by the Executive Manager LTS 
•• If contact fails the user blocked from access to all resources If contact fails the user blocked from access to all resources 

including loans including loans 
•• When contact is made user questioned and When contact is made user questioned and reprimanded reprimanded 
•• FollowFollow--up action varies according to vendor/publisher requirements up action varies according to vendor/publisher requirements 

but could includebut could include
•• Data destroyedData destroyed
•• If passwords or authentication shared, these are changedIf passwords or authentication shared, these are changed
•• Removal of internet access (ITS)Removal of internet access (ITS)
•• Action taken under the University Misconduct Statute (ITS)Action taken under the University Misconduct Statute (ITS)



UQ Library procedure    c’td

If misuse unable to be substantiatedIf misuse unable to be substantiated
•• Respond to initial reportRespond to initial report
•• Request further informationRequest further information
•• Discuss Discuss 

•• What happenedWhat happened
•• Authentication method (especially username & Authentication method (especially username & 

passwords)passwords)
•• Agreement and/or compromise reached Agreement and/or compromise reached 
•• Access restoredAccess restored



UQ Library procedure    c’td

Final followFinal follow--up includesup includes
•• Email to vendor/publisher reporting action Email to vendor/publisher reporting action 

takentaken
•• Official letter from University LibrarianOfficial letter from University Librarian

•• Copy filed with licenceCopy filed with licence
•• Incident logged on the Resource recordIncident logged on the Resource record
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