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RMIT Security Infrastructure

• University protected by stringent measures
– Firewalls
– SPAM blockers
– DOS Blockers 

• Authentication Processes
– NDS
– EZ Proxy



Setting the Stage 1

• RMIT provides an increasingly complex and dynamic electronic 
environment

• Use of networked systems creates proliferation of electronic 
records, data and communications

• Up until the end of 2006, the library had its own ITS staff and ITS 
procedures in place

• When students log on to University PCs, a wraparound text box 
appears asking to agree to rules, regulations, etc….



Setting the Stage 2

• Students logging in remotely DO NOT receive any 
warnings, wraparounds, or disclosures (unless specified by 
the vendor or the information appears on the front page of 
a database)

• However, when students enroll at RMIT, they automatically 
are required to adhere to a set of rules, regulations, and 
guidelines

• The rules governing use are there, but buried!!!





Copyright Guide Part 1

• We have online documentation that explains Copyright and 
Fair Use of databases and e-journals, with examples 
(Proquest, Emerald, IBIS, etc…) 

• eReserve is the centralised repository for all copyright 
works digitised and communicated in reliance on Part VB 
Statutory Licence Scheme of the Copyright Act (1968), 
within RMIT University



Copyright Guide Part 2

• The majority of databases allow for: 
– articles to be linked to and from within online 

courseware 
– students to print articles, on a research and study basis.



Copyright Guide Part 3

• The licenses do not allow for: 
– articles to be printed in large quantities and distributed to 

students 
– articles to be downloaded from the database environment and 

uploaded into online courseware, blog sites or other online 
environments, either locally or internationally. 
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Case Studies Part 1

• First Case
– A student has extracted news articles from two of the RMIT 

Library's Licensed Databases, and is communicating them via 
her blog.com site [external site to RMIT]

– Procedure followed as per flowchart above
– All relevant information is presented before 





Case Studies Part 2

• Second Case
– The vendor cuts off journal access to RMIT but fails to inform 

RMIT at time of cutoff
– RMIT Library is inundated with calls and emails about lack of 

access
– RMIT calls the vendor to find out why? 



Second Case

• Lack of communication
– Subscription paid & License agreement signed: RMIT is legally 

obligated to follow up
– Normally the vendor ITS/admin representative sends ITS/Library 

email
– Call to the vendor reveals access cut off due to excessive 

downloads
– Access restored after assurance that RMIT will pursue and deal 

with the matter.



Resolution of Second Case

• Mystery Unfolds
– RMIT ITS capable of tracking abuse and provide logs and proof
– RMIT Library has procedures in place to deal with these 

situations
– The issue was handled and resolved within 24 hours



Mystery Is History!

• Why?
– Did the vendor need to cut off access to all of RMIT?

• Alternatives
– A simple call would’ve revealed the source and RMIT could 

deal with it from there.
– We have developed network technologies and policies in 

place



Conclusion

• The following policy/guideline is outdated: it’s not 
necessary for a vendor to react first, explain later!

• Ensure there is good communication between 
vendor & University

• And good communication between vendor ITS 
and University ITS

• Must trust RMIT’s ability to handle copyright 
violations as per license agreement



Questions?
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