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RMIT Security Infrastructure

 University protected by stringent measures
— Firewalls
— SPAM blockers
— DOS Blockers

e Authentication Processes
— NDS
— EZ Proxy



Setting the Stage 1

RMIT provides an increasingly complex and dynamic electronic
environment

Use of networked systems creates proliferation of electronic
records, data and communications

Up until the end of 2006, the library had its own ITS staff and ITS
procedures in place

When students log on to University PCs, a wraparound text box
appears asking to agree to rules, regulations, etc....



Setting the Stage 2

Students logging in remotely DO NOT receive any
warnings, wraparounds, or disclosures (unless specified by
the vendor or the information appears on the front page of
a database)

However, when students enroll at RMIT, they automatically
are required to adhere to a set of rules, regulations, and
guidelines

The rules governing use are there, but buried!!!
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of work hours as per the RMIT Electronic Communications Policy. " ::i:.:::on Technelogy
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to appropriate authorities.
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Copyright Guide Part 1

We have online documentation that explains Copyright and
Fair Use of databases and e-journals, with examples
(Proquest, Emerald, IBIS, etc...)

eReserve is the centralised repository for all copyright
works digitised and communicated in reliance on Part VB

Statutory Licence Scheme of the Copyright Act (1968),
within RMIT University



Copyright Guide Part 2

« The majority of databases allow for:

— articles to be linked to and from within online
courseware

— students to print articles, on aresearch and study basis.



Copyright Guide Part 3

e The licenses do not allow for:

— articles to be printed in large quantities and distributed to
students

— articles to be downloaded from the database environment and
uploaded into online courseware, blog sites or other online
environments, either locally or internationally.



Notification Part 1

Datasets
Librarian

RMIT
ITS




Notification Part 2

RMIT
ITS

Datasets

Librarian
Copyright Associate
Officer Director

Director




Notification Part 3

Copyright
Officer

Associate
Director

Datasets
Librarian

Director




Case Studies Part 1

e First Case

— A student has extracted news articles from two of the RMIT

Library's Licensed Databases, and is communicating them via
her blog.com site [external site to RMIT]

— Procedure followed as per flowchart above
— All relevant information is presented before



Iy Document1 - Microsoft Word

" File Edit Miew Insert Format  Tools  Table  Window  Help  Adobe PDF Acrobat Comments Type a question for help = X
DEHR AVRIPAI L BII-C - BHOREDBI T 0% - @ meadg mmEl
- 44 Mormal + Tahot » Tahoma =8 ~ B I U .E == :E - | i= = E | FH - & ﬁ 7Y A A fig{/ = % P

El D I TR - B B I I RET S SN BT SR NI SOOI RN RS S RN A U RN - NI I - US RN AN PR RRR o B

Dear KEExEX,

At the request of the copyright owners we request that you immediately remove all articles from youwr blog that have been
extracted from the RMIT Library's Licensed Database. If this does not ocour the RMIT Library will be considered in breach of

- Contracts in place with the Database vendors and loose s subscription to the databases listed below[which as you could
image would be agreat loss for the RMIT student population], to which RMIT will be required to take disciplinary action

against you. The database vendors could also initiate legal proceedings against you.

i The database vendors have requested we revake vour acoess to the bwo dakabases, instead we are hoping that wou can remove all of the

- articles immediately and cease From undertaking From extracting articles in the Future, [ses below]

i Two dakabase vendors:

o Fackiva:

tn Eroquest:

= The database vendors have contacked RMIT in relation to the articles residing on wour Blog site: http:/finsertbloghere. com), The vendors have

= advised RMIT the communication of these article online via wour blog site is a direct breach of the conbrad: that RMIT has in place with the
database vendor, Alongside the communication of the articles being a breach of carkrad, it is also a breadh of Copyright Law, I have included

i3 Following the communication Form the database vendaors,

-

= The Databases allow wou & a studenk ko access and print articles For ywou research and study purposes, they do not allow vou ko upload to an
external public website the articles.

oo

5 A5 a user of Blog,com vou should also ensure thak wou are not in breach of the Blog. com Terms of Service.
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Case Studies Part 2

e Second Case

— The vendor cuts off journal access to RMIT but fails to inform
RMIT at time of cutoff

— RMIT Library is inundated with calls and emails about lack of
access

— RMIT calls the vendor to find out why?



Second Case

L ack of communication

— Subscription paid & License agreement signed: RMIT is legally
obligated to follow up

— Normally the vendor ITS/admin representative sends ITS/Library
emalil

— Call to the vendor reveals access cut off due to excessive
downloads

— Access restored after assurance that RMIT will pursue and deal
with the matter.



Resolution of Second Case

e Mystery Unfolds
— RMIT ITS capable of tracking abuse and provide logs and proof
— RMIT Library has procedures in place to deal with these
situations
— The issue was handled and resolved within 24 hours



Mystery Is History!

e Why?
— Did the vendor need to cut off access to all of RMIT?
 Alternatives

— A simple call would’ve revealed the source and RMIT could
deal with it from there.

— We have developed network technologies and policies in
place



Conclusion

The following policy/guideline is outdated: it's not
necessary for a vendor to react first, explain later!

Ensure there is good communication between
vendor & University

And good communication between vendor ITS
and University ITS

Must trust RMIT’s ability to handle copyright
violations as per license agreement



Questions?
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