Australian Access Federation
What membership will mean for libraries


Introduction
The Australian Access Federation (AAF) website states that AAF 

provides the means of allowing a participating institution and/or a service provider to trust the information it receives from another participating institution. This provides seamless access to resources and secure communication by removing most of the roadblocks to collaboration and sharing at both the institutional and end user levels. Organisations will benefit from the AAF as it allows researchers to use their home institution Login to access a growing number of participating services and resources. 

Since June 2009, 58 organisations and institutions that either undertake research or education or provide products and/or services to those in the Federation have subscribed. 95% of Australian Universities are now in the AAF (although some are yet to technically connect and plan to do so in early 2011). The remaining two universities are planning to subscribe by Q2 2011. The AAF is also hosting a number of New Zealand Universities until they establish their own Federation. It is part of the AAF Business Plan to investigate co-federation between both Federations in late 2011. 

Operationally, a member of an institution who is a member of the AAF can connect to an information resource owned by another institution or service provider which is also a member of the Federation, and be permitted access based on their home institution’s credentials.


	
· A user authenticates at their home institution, proving to the resource that they are a member of the institution, and the institution essentially “vouches” to the resource for the individual attempting to access the resource.
· In Federated Access, both authentication and authorisation happens at the institution end. The results are passed to the resource in a trustworthy verifiable manner. To authenticate to their home institution to enable this, the institution implements Shibboleth software which links to the institution’s existing credential store.

How will this work for libraries
Libraries which are part of institutions belonging to the Federation will be able to use the Federation to allow their users access to resources belonging to information providers. This will include publishers and database vendors, where those vendors are members of the AAF. 

Transition of services to the AAF would be gradual, resulting in a hybrid solution until all information providers are enabled to accept requests from the Federation members. CAUL could negotiate with each vendor on behalf of the university libraries to enable this access, but as many vendors are already working with federations in Europe and North America, the setup would be relatively simple for them. JISC have collated a spreadsheet listing publishers who are already Shibboleth enabled, and indicates those that are members of the UK Federation.

Each vendor or publisher may offer different benefits to users, for example personalized search history or alerts, depending on the nature of their services.

Informit is currently working towards implementing services via the AAF. Recently High Wire Press Stanford (High wire on-line database) and Coutts Information Services (OASIS online database) joined the AAF. Other vendors and publishers are showing interest.
Identified benefits
Many libraries currently use EZProxy or systems based on EZProxy for off-site authentication. There are some issues with some formats using EZProxy, which the use of Shibboleth would overcome. Staff from QUT‘s Library eServices have provided examples of current issues with EZProxy, from which edited parts are listed below:
1) Incompatibility with Flash Player. QUT also had difficulty with RequestTV and PsycheVisual. There is no support (EZProxy support is provided by OCLC) available for Flash videos and applications. 
2) Generally incompatible with streaming media.
3) Problems with Java Applets.
4) Some users are unable to use EZproxy from work due to the security settings of their workplace networks.
5) EZproxy only identifies the user as being from their home institution via IP. If a database offers a personalised service users also have to create a username and password because EZproxy doesn’t pass any information to the database platform which it can use to uniquely identify the user.
6) Database platforms sometimes add functions which do not work with EZproxy, or are extremely fiddly to get working. Some platforms have been redesigned which then had compatibility problems with EZproxy.
7) Many new database platforms use different cloud providers to host some of their content and some of this content doesn’t proxy well, and requires increasingly complex configurations to deal with the number of hosts and domains serving content. Some examples of complex hosting are Wiley Online Library and Britannica Online.
In addition, there is an Authorization / Licensing issue with some of RMIT publishing’s video content not being available to Library walk-ins. This requires them to provide two different accounts for universities as IP authentication enabled by EZProxy cannot distinguish between the types of user.

Use of Shibboleth instead of EZProxy would resolve these issues because:
1. Formats which don’t currently work because of the proxy will work (format problems caused by other factors will not be resolved).
2. As no proxy is involved, some firewall restrictions will be avoided, enabling more users to connect from workplaces.
3. The home institution could choose to pass selected information about the user to the information provider so they know who is making the request. Depending on which information was provided:
a. Users would no longer need to create and login to a separate account with the information provider to set up and access saved searches and alerts from databases. 
b. Reporting from information providers could be more granular based on cohorts of users, as they know which users are connecting.
c. Access to resources could be limited to specific cohorts of users as that granularity can be provided to the vendor.
d. The identity of who is downloading what could be easily obtained, assisting with security in cases of excesses downloads
4. Vendors only need to do the setup once, streamlining and reducing staff workload during implementation of a new service for all other institutions.
5. Shibboleth does not require configuration to be set up for each resource, removing the current EZProxy workload required each time a resource is added or changed, or the information provider makes a change to domains, server or hosting arrangements.
FAQ
Will this system allow students to connect to library funded resources without the cost being debited to the student’s internet account?
This is a new issue specifically related to libraries and will need to be investigated, possibly on a case by case basis depending on how the accounting is done.  Universities would need to discuss this further with their network/internet accounting teams.
Will the user experience be at least as simple as the current solutions such as EZProxy which are already in place?
The Authentication process only needs to occur once per web-session and it is in effect a single-sign on to all services allowed by the user’s institution.

Will this solution work with various discovery layer products?
The change from using EZProxy should only involve restructuring the URLs. Serials Solutions already does some Shibboleth support. Other vendors need to be asked about their Shibboleth support. QUT has trialed this with Summon, and no significant change was required.

Will users still need to select their institution as part of the authentication process?
This problem is being investigated 

What statistics will be available?
Each university will have access to the logs of their system showing what connections users have made. In addition the service provider will generate logs (this information would vary between the individual service providers). The AAF maintains logs of access to individual services in the federation, but generally this information would only be available for auditing, providing aggregated access reporting or for investigation of misuse of the federation. 

What about security of information if the individual’s details are passed to the service provider?
Each service provider would request different information about users to access their service – it is up to the individual institution to be comfortable with the information they are sending to the service provider and may enter into agreements with them (as they would do normally as part of their licensing negotiations) – additionally the user has the option to agree to sending the information across as part of using the service through what is called ‘u-approve’ - a user consent engine.
Additionally organizations that subscribes to use the AAF are bound by adhering to the Rules for Participants . The rules contain a clause on Data Protection and Privacy – see clause 10.1 “A Participant must, when acting in its capacity as a Participant of the Australian Access Federation, comply with any applicable legislation in relation to data protection and privacy, including without limitation, the Australian Privacy Act 1988. (See http://www.efa.org.au/Issues/Privacy/privacy.html) “ Each subscriber is required by the AAF to sign an annual compliance statement regarding their adherence to the AAF Rules.
How does it work?

See http://aaf.informit.com.au/ for an example of RMIT Publishing’s Informit that has been added to the AAF

Summary
From the information provided above, it would seem that the advantages to libraries and users are:

· Reduced workload in administering the proxy
· Improvement in access to multimedia format materials
· Reduction in the need for users to create individual accounts with the service providers for customized services such as alerts
· Potentially better reporting on usage by service providers
· More streamlined processes when setting up new and changed resources
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