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1 
Introduction

1.1 
Background

The problem that this project addresses is the one of providing authenticated access to information resources on the Internet which are licensed for use by individual institutions, in this case Universities, on behalf of patrons.

Various publishers provide material, for example, journals, on sites attached to the Internet, typically in HTML (web) format. On payment of a fee, the publishers licence access to institutions. Patrons of the institutions then access the information. The problem that this project addresses is the mechanism by which publishers can recognise that an individual can have access to the information on the basis of an institutional license.

Typical approaches in the past have been to provide a password which institutions can distribute to their members or to only accept requests from Internet protocol (IP) address within a range belonging to the institution.

The first mechanism is clearly open to widespread abuse as a secret known by many people is not a secret.

The second method (IP “locking”) has the problem that each user must originate their request for information from the home institution’s network. This means either:


The individual must physically attend the institution’s premises and use the institutions computers.


The individuals may work from home, but redirect requests for information via the home institution’s network, typically using an institutions own dial-up service or via a mechanism such as a transparent proxy or virtual private network tunnel.

Attending the premises may be inconvenient, or for distance education students, impractical.  The institution bears the cost of providing computer places and the Internet traffic to retrieve the information. It also means that essentially the institution must license access for all its members, when sometimes only a small subset need access,  unless it wishes to provide complex technology at its own site to control access (and have this verified by the supplier).

Using a form of redirection means that the institution must provide the additional network bandwidth and will pick up the cost of Internet traffic. The last is particularly burdensome, as the individual will also pay for the Internet traffic to transfer the information from the institutions to themselves.

1.2 
Preferred Solution

A preferred mechanism is for the individual to access the information directly from the supplier, irrespective of location and without going via the institution’s network. The identification of the user to the supplier would be via a mechanism such as user name and password. The institutions would allocate these user names and passwords. Verification of the user name and password is core to this project. 

1.3 
History

CAUL/CAUDIT Request $683,500 for project based on costing for Athens System from UK
1998

DEETYA Funding of $170K provided
1999

Inaugural steering committee meeting
19/1/99

Search for appropriate skilled project officer (none found)
1-3/99

Simsion Bowles and Associates hired to undertake review of background material and Institutional status
6/99

Simsion Bowles and Associates Report. Recommended development of own system
10/99

Development of architectural model
10/99 - 3/01

Review of model by external contractor
3/01

Recruitment of technically skilled project officer
5/01

Prototype Development (90% complete)
5/01 - 10/01

Project officer taken ill
~9/01

Project officer returns to project (intermittent)
2/01-8/01

Prototype complete
~9/01

Independent testing commenced internally
~10/01

Internal tester taken ill
~10/01

Final report on prototype development
1/02

1.4 
Testbed Project Definition

In October 1999, it was decided to put resources into development of a testbed prototype of a local system as the only available alternative identified by Simsion Bowles was the UK Athens system which was priced well beyond the available funding.

This report is the final report on the development of the prototype.

The testbed project was specified to create an working version of an authentication system which could then be replicated across institutions and suppliers to create a national system.

The primary parameters set were:

$ 
Support for access via HTML (web protocols)

$ 
Authentication would be done against existing institutional user name/password systems

$ 
As far as possible to use a distributed model rather than a centralised authentication server

$ 
Allow seamless browsing between different suppliers without need to re-authenticate

$ 
Users would need only an unmodified browser on their computers

$ 
No traffic, apart from authentication, would be directed via institutional network (except, of course, if user is on institutional premises)

$ 
Capability for expansion to fine grain (per article) access control and per view charging

The testbed was to be tested on two supplier and two institutional premises.

2 
Progress and Status

The development of a prototype has been plagued by unforseen delays. Recruitment of a project officer with the necessary technical skill proved to be very difficult in keeping with the general problem of recruiting high quality IT staff within Universities.

In the end, a member of staff of the UNSW Library (Geoff Hort) was released to work on the project. During 2000, good progress was made on the development of the prototype and the final system was virtually complete and ready for testing by the end of August 2000. 

Unfortunately, the project officer was taken ill at this stage. The nature of the illness was such that  it was expected that he would be able to return to work within a few weeks and no effort was made to recruit someone to take over the role, which would have been difficult as the prototype was mostly complete, but not well documented at this stage. However, this situation (a continued expectation of return to duties) continued until well into 2001 when he returned to work, initially intermittently and finally full time.

In late 2001 a working prototype was produced and it was decided to undertake two phases of testing: one internal to UNSW, but independently by the UNSW Library, then a more full test with the collaboration of external suppliers and other institution.

The person undertaking the testing for UNSW was unable to commence work immediately and then was also taken seriously ill.

At this stage the project officer was no longer available and had returned to their previous work at UNSW.

The current status is that there is a working prototype, but one which has not been field tested. UNSW does not currently have resources to staff the project during a testing phase and at his point it seems appropriate to deliver the competed prototype system to the Steering Committee for future disposition.

3 
System Overview

3.1 
Introduction

Details of the system are described in the technical appendix.

This section provides a brief, non-technical, overview.

3.2 
System Components


The access control system consists of the shaded area and three components:

$ 
Sponsor site computer: provides authentication interface for user

$ 
Access manager: controls access to supplier’s data store based on authentication

$ 
Registration server: records granted access so that subsequent access to other suppliers does not require re-authentication. There is only one central server.

The institution’s site is assumed to have an existing authentication system, such as an LDAP or Radius server, which associates a user name with a password. The form of these is not important. The supplier, of course, has a data store with licensed information. The user has a standard web browser.

3.3 
Normal Operation

$ 
The user visits their home institution’s web site and logs on using an authentication page

$ 
The sponsor computer provides a web page with links to licensed resources

$ 
The user clicks on the appropriate link

$ 
The sponsor computer provides an “authentication token” (as a cookie) and redirects the user’s browser to the registration server

$ 
The registration server records the authentication token and redirects the user’s browser to the supplier site

$ 
The supplier looks at the token and provides access

$ 
All subsequent accesses go directly from the user’s browser to the supplier

$ 
If the user subsequently browses to another supplier, the supplier will not find the original authentication token and will redirect the request to the registration server

$ 
The registration server will provide the appropriate token and redirect the request to the (new) supplier, which then provides access

3.4 
Extensibility

The prototype architecture can be extended to include an enhanced dialogue directly between supplier and sponsor systems in which individual data access requests can be associated with finer grain levels of authorisation or “per usage” charge.

3.5 
The Prototype

The prototype system has been designed to interface to supplier and institution as follows:

$ 
SUPPLIER: The supplier should ideally integrate the access control system with their existing web server. However, to provide a rapid initial solution, the access manger can be designed as a transparent proxy, accessing the data on behalf of the user. As the proxy is at the supplier site, no additional costs are incurred for traffic, however some minor delay is introduced. No changes are needed to the supplier site.

The prototype implements such a proxy.

$ 
INSTITUTION: the sponsor server uses radius authentication, as this is available at UNSW. However, this is feature of the web server and any standard authentication scheme can be implemented.

4 
Future Directions

The original problem is still outstanding and the prototype produced has considerable merits as the basis for a national system. It is suggested that CAUL/CAUDIT might like to consider:

$ 
Requesting another institution undertake testing

$ 
Quickly review other work in the area to see if the problem has been solved separately (work out of the Internet II project may be of interest)

$ 
Given a satisfactory outcome of the previous two steps, undertake a limited initial deployment

The nature of the design is such that the institutional investment in setting up the system is relatively small.  The investment by suppliers is larger, but the reverse proxy approach can lead to a fast, if slightly non-optimal initial implementation. It should not be necessary to secure significant additional funding for this work as the institutional commitment will be well within that envisaged in the original DEETYA funding request (~$1.3M = ~40K/institution).

UNSW staff (Burston and Hort) would be available to advise or consult on future work, but can no longer take a lead role.

5 
Appendix 1 - Finances

Expenditure against the project budget occurred in three parts:

Simsion Bowles and Associates
paid
$37,500.00

External Consultant (Aidan Williams)
paid
$625.00

Project manager and equipment costs
paid by UNSW, to recover
$78,729.70


Total
$116,854.70


Total expenditure by UNSW to recover from project budget =  $78,729.70
6 
Appendix 2 - Equipment

The following equipment was purchased for the project and is available for redeployment after resolution of payment to UNSW is complete.

$ 
3 x SUN Ultra 10Computers  with 384MB mem and SCSI disk upgrade

$ 
1 x 19" SUN Monitor

$ 
1 x 17" SUN Monitor

7 
Appendix 3 - Technical Details

See attached report - Geoff Hort
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